E-Safety

How to Keep Safe Online — Privacy Settings

Instagram
e Goto your Instagram profile.
Minimum e Inthe top right corner, tap the three horizontal lines.
age: 13 e Atthe bottom, tap on 'Settings’.
e Scroll down and tap on ‘Account Privacy’.
e Turn your account to private (make sure the button is blue).
e Now, only the people you accept as followers can see your posts.
Snapchat
On Snapchat you can only send and receive snaps from the people you have added or accepted as
Minimum | friends, however, there is an important setting you must check.
age: 13
e Open Snapchat, so you are viewing the camera.
e Click on your 'Bitmoji’ (the cartoon image of your face) in the top left corner.
e Click on the settings symbol in the top left corner (image of a cog).
e Withinthe ‘Who Can..." section, tap on ‘See My Location’.
e Make sure ‘Ghost Mode' is turned on (make sure the button is blue).
e Make sure the ‘Location Requests' is turned off.
e Now, you are invisible on the Snapchat map and nobody can track or request your location.
Tik Tik
e Open Tik Tock and tap to view your profile (person image at the bottom right).
Minimum e Tap onthe three horizontal dots at the top right.
age: 13 e Tapon 'Privacy and ‘Safety’.
e Turnon ‘Private Account’ (make sure the button is green).
e Scroll down to the ‘Safety’ section and alter your settings to match below:
Who Can Send Me Comments Friends
Who Can Duet With Me Friends
Who Can React To Me Friends
Who Can Send Me Messages Friends
e Now, only people you accept can view/comment the content on your profile.
Please note: If these settings have not been selected from the start, they will only take affect from now
meaning the ‘friends’ you already have won’t change. You will need to browse through your list of
friends to check you know them ALL!
Facebook | Facebook is a difficult one to make completely private as ‘strangers’ can still access your profile.
However, it is important to check some settings to make sure the content of your profile is as hidden
Minimum | as possible.
age: 13

e Open Facebook to the main newsfeed.

e (lick on the three horizontal lines (bottom left).

e Scroll down and tap on ‘Settings & Privacy’.

e Next, tap on 'Settings’.

e Scroll down to ‘Privacy’ and tap on ‘Privacy Settings'.

e Methodically, work your way through the listed options selecting ‘Friends’ or ‘Only Me'.

Twitter




e Open Twitter.

Minimum e Tap onyour profile photo (in the circle at the top right).
age: 13 e Tapon 'Settings and Privacy’.

e Tapon 'Privacy and Safety’

e Match your settings to the screenshots below:

=
Tweets Live video
Mark media you Tweet as containing
D Connect to Periscope material that may be sensitive

Protect your Tweets

If selected, you can go live and comment on Periscope
Only show your Tweets to people who follow you. If broa nd people will be able to see when you're Muted
selected, you will need to approve each new follower. watching. If this setting is off, people
Learn mare see you're watching, and you won't be able to comment

ar broadcast live. Learn more Blocked accounts

Photo tagging off o
Discoverability and contacts Notifications

Direct Messages

Discoverability and contacts Location
Receive messages from anyone
Safety Precise location Disabled
ou will be able to receive Direct ges from anyone
vitter, even if you don't follow n. Learn more If enabled, Twitter will collect, store, and use your
Mark media you Tweet as containing device’s precise location, such as GPS information. This
material that may be sensitive lets Twitter improve your experience - for example,

showing you more local content, ads, and

Filters lower-quality messages from your Direct Muted recommendations.

Message reguests. Learn more
Blocked accounts . -
Show read receipts Personalisation and data

Notifications

Wi A sends you a messag eati
When someone sends you a message, people in the Personalisation and data Off
conversation will kni hen you've seen it. If you turn

off this setting, you won't be able to see read receipts . Control how Twitter personalises content and collects
from others. Learn more Location and shares certain data,
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e Within the ‘Discoverability and Contacts’, match your settings to the screenshot below:

Discoverability

Let others find you by your email
‘You need to add an email address for this setting

Add now

Let others find you by your phone

Contacts

Sync address book contacts

Contacts from your address book will be uploaded to
Twitter on an ongoing basis to help connect you with
your friends and personalise the content you see, such
as making suggestions for you and others. Turning off
syncing will not remove previously uploaded contacts.
Learn more

Remove all contacts

Remove any contacts you've previously uploaded and
turn off syncing with Twitter on all devices. Please be
aware that this takes a little time

o Q Q &

NOW, TAP BACK ON ALL OF YOUR APPS AND CHECK THROUGH YOUR LISTS OF FRIENDS/FOLLOWERS
AND DELETE ANYBODY YOU DO NOT KNOW DIRECTLY!

e MAKE SURE YOU ONLY ACCEPT/ADD PEOPLE YOU KNOW IN PERSON.
e DO NOTACCEPT ANYBODY YOU DO NOT IN PERSON.
e DO NOTREPLY TO ANY MESSAGES, UNLESS THEY ARE FROM A FRIEND YOU KNOW IN PERSON.




